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MEMORANDUM FOR: Deputy Director for Science and Technology

FROM: q
Acting Director ol Logistics

SUBJECT: Contractual and Industrial Security Oversight

REPERENCES: (a) Recommendation #24 of the Final Report
by the Task Force on Industrial Contract-
ing and Industrial Security

@ Memo to DDS§T, dtd 7 Jul 78, fm D/L,
\ Subject: Preparation and Review of
Fitness Reports for Senior Contract-
ing Officers Assigned to DDSET

1. Action Requested: It is requested that Letters of
Instruction (LOI's) for Chief, Procurement Management Staff,
DDS§T (C/PMS/DDSET), and Chief, Contracts Staff, OD§E (C/CS/ODEE),
be routed through this Office for coordination and concurrence
prior to final issuance.

2. Background: The reference (a) Task Force recommenda-
tion is that the Directors of Logistics and Finance participate
jointly with Agency procurement components in preparing LOI's.
The recommendation goes on to require that the Directors of
Logistics (D/L) and Pinance prepare written evaluations of their
personnel assigned to industrial contracting teams to insure
assessment of their technical performance. This recommendation
was approved by the Deputy Director of Central Intelligence,
dated 10 July 1978. Reference (b) obtained the concurrence of
the DDS§T, with direction in Mr. Carlucci's memorandum of
9 June 1978, which required that the D/L or Chief, Procurement
Management Staff, Office of Logistics, be the reviewing officer
for fitness reports for senior contracting officers assigned
to DDSET.

OL 8 4276
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SUBJECT: Contractual and Industrial Security Oversight

3. Btaff Position: While the reference (a) Task Force
recommendation refers to all contracting officers in the DDS§T,
we recognize that negotiators working for the individual teams
are evaluated by contracting officers who have expertise in
their substantive field. Reviewing comments on the contracting
officers, headed up by the various teams, wlll be written either
by C/PMS/DDSET or by C/CS/ODEE. We are, therefore, only con-
cerned with the fitness reports and LOI's for the two positions
previously cited. We understand that action has already been
initiated to prepare LOI's for these two officers. However, in
accordance with the Task Force recommendation, we are requesting
an opportunity to coordinate and concur with same.

4. Recommendation: None.

STATINTL

Acting Director of Logistics

cc: ADDA
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MEMORANDUM FOR: Deputy Director for Administration
Deputy Director for Science and Technology
General Counsel
Legislative Counsel
" Inspector General

FROM: Frank C. Carlucci
Deputy Director of Central Intelligence
SUBJECT: ‘ Contractual and Industrial Security Oversight
REFERENCES: () 78, dated February 1978,
ubject: ndustrial Contracts and

Industrial Security Final Report

(b) Fvv. dated December 1977,
ubject: Industrial Security Interim
Report

(¢) Multiple Addressee Memo, dated June
1978, fm DDCI, same subject

1. (U) Action Requested: Addressees are requested to
implement the direction in paragraph 3 as soon as practicable.

2. (8) Background: In September 1977, the Acting DCI
established a fask force to make a comprehensive review of
our organization structure, policies, and procedures by which
we carry out our program of industrial contracting and indus-
trial security. The reports of the task force are included
in References (a) and (b), and were the subject of Executive
Advisory Group (EAG) meetings on 18 April and 23 May 1978.

In Reference (c), I directed the implementation of various

task force recommendations and requested feedback on imple-
mentation progress. That same memorandum requested that the
DDA provide advice on the suitability for adoption of remaining
task force recommendations.

E2 IMPDET
CL BY: 269191
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SUBJECT: Contractual and Industrial Sccurity Oversight

3. (S) Staff Position: The DDA, after consultation
with various officers in his dircctorate and theo DDSET, has
recommended and T am hereby directing the implementation of
the Tollowing recommendations which are included in Reference

(c):
Recommendation Component

2 OL

7 #OLC/0OGLC

8 OL

9 OL

10 , DDSET

12 “0L, 0S5, 0C, DDSET
13 “0TR, 0S, OL, DDSE&T
15 1G

16 Or
17 IG

13 , *0L, OGC, 0DDSET

20 oL

21 aL

22 IG

24 0L, OF

27 *QS, OL, DDSET

Asterisks identily the components with primary responsibility.
The DDA hus been assigned responsibility for monitoring
progress on implementation of task force recommendations.

25X1A /8/ Frank C. Carlucci

Frank €. Carlucc!
cc: ER
DDCI
Distribution:
1 each Addressee
2 - DDA

5 JUL 1978

“Jamgs H. McDonald . Date
DABSH8YEd FOFRUBES 3007707/12 : CIA-RDP81-00142R000600070015-6
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MEMORANDUM FOR: Deputy Director of Central Intelligence
FROM: - John F. Blake
Deputy Director for Administration
SUBJECT : Contractual and Industrial Security
- Oversight
REFERENCE: Multiple Addressee Memo, dtd 9 Jun 78,

fm DDCI, same subject

Frank:

1. Your referent memorandum directed or approved
various actions which emanated either from the Task Force
on Industrial Contracts and Industrial Security, or from
discussions by the Executive Advisory Group (EAG) during
their meetings on 18 April and 23 May. You asked that I get
back to you within 60 days with a report on progress being
made on implementation of the various approved actions. You
also asked that I provide advice on whether certain other
recommendations, which were not discussed by the EAG, should
be approved or disapproved.

2. I am pleased to be able to report that substantial
progress has been initiated on the various approved recom-
mendations. There is attached herewith a report, entitled
"Contractual and Industrial Security Oversight," which lists
the various recommendations, the approval status, the action
office and progress through 27 June on implementation.

3. As a further action you asked in the referent memo-
randum that I review Recommendations #2, #7 through #10,
#lz, #13, #15 through #24, and #27 (pages 5 through 10 of
attached rcport) of the Industrial Contracts and Industrizl
Security Final Report for suitability of adoption and advise
you regarding same within 30 days. I have consulted with

Downgrade to EZ IMPDET
U/AIUO when CL BY: 269191
separate from

attachment
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SUBJECT: Contractual and Industrial Security Oversight

the Offices of Security and Logistics within my directorate
and with the DDS§T and, based on their advice, advise adop-
tion of all of the recommendations except #19 and #23.
Recommendation #19 calls for designation of a Deputy Director
of Logistics for Procurement.  This recommendation anticipated
a single delegation of procurement authority and, since we
have continued the dual delegation, is no longer considered
necessary by the Director of Logistics. Recommendation #23
would have assigned a special working group to develop
procedures for implementing other recommendations. We have
since moved to implement the recommendations in question and
consider the working group unnecessary.

4. If you agree that recommendations in paragraph 3
should be adopted, it is requested that you approve imple-
mentation by signing the attached multiple addressee memo-
randum,

75/ Jack Blake

John F. Blake
Att

cc: ER w/att

Distribution:
Orig - Addressee w/att
2 - DDA w/att-—ﬁuiyif
1 - OL Official w/att

Originating Office:

Diyector of Logistics

vk
W aawa

s o )a‘.ig‘nc
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i
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CONTRACTUAL AND INDUSTRIAL SECURITY OVERSIGHT
STATUS AT 29 June 1978

25X1A

RECOMMENDATION OR DIRECTION

Industrial Security Interim Report

Recommendation #1: That remedies avail-
Afgcommendation 1

2ble in contract law be used as the primary

means of enforcing contractor compliance
with industrial security standards.

? Recommendation #2: That the Agency

W cxplore legislation which would empower

the DCI to impose sanctions on industrial -

security contractors who fail to conform
to security performance standards.

Recommendation #3: That Director of
Security responsibilities for the
Apency industrial securlty effort be
clearly defined in the Office of
Security series of Agency regulations.

Recommencdation #4: That Agency regula=-
tions te revised to clearly charge the
Director of Communications with responsi-
bility for and enforcement of communica=
tions security at Agency~-sponsored
" contractor facilities, includiag those

of National Programs.

25X1A
25X1A

o 25X1A

APPROVAL

EAG
DDCI

EAG
DDCI

EAG
DDCI

EAG
DDCI

STATUS

4/18/78
6/2/78

4/18/78
6/2/78

4/18/78
6/2/78

4/18/78
6/2/78

Approved For Release 2001/07{12

Lllin ATTACHMENT -
ACTION NECESSARY FOR TARGET COM~ COMMENT/
ASSIGNED TO IMPLEMENTATION PLETION DATE STATUS RECOMMENDATION
0GC ’ No aetion required. N/4 Complete Reenforcement of
Ratification of ;_:remise ineluded
existing procedure. in Procurement
0Gc/oLe No information Not deter- No action No reply from OLC
mined
D/Sec Revision of Revision o RCB has Draft regulation in
HR Draft HR action for coordination by
to RCB for RCB
-Agency
coordination
D/CO Revise HR w 9/30/78 The regula- None
to reflect

responsibility
as recommended .

:,‘CIA-RDP81 -00142R000600070015-6

oranmT

lation change
has been drafted
and will be coor-
dinated with DDA
elements during
the week of 3 Jul
1978

1
jc...z..mms'r cL =vé 52191.;



g 25X1A

RECOMMENDATION_OR DIRECTION ’ ' APPROVAL  STATUS

CLnney

25X1A Approved For Release 2001/07/12 : CIA-RDP81-00° 45?1 00070015-6

ACTION NECESSARY FOR
ASSIGNED TO IMPLEMENTATION

TARGET COM-
PLETION DATE

COMMENT/
STATUS RECOMMENDATION

industrial Security Interim Report

Recommendation #5: That Agency regula~ ° - EAG 4/18/78
tions be strengthened to give the Director DDCI 6/2/78
of Security clear responsibility for the :
overall coordination of the eatire indus—
trial security effort of the Agency and,
for ensuring that classified procurement ~
security support is well organized and
effective. These regulations should
include provision for:

—-=-Security audits of procurement
security menagement. practices within
Agency components as well as security
audits of contractor facilities;

~-~Technical supervision of all
industrial security officers includ-
ing establishment of comprehensive
reporting requirements; and

—-Implementation of an Industrial
Counterintelligence Program, includ=-
ing the scheduling of audio
countermeasures inspections of con-
tractor facilities and the estab-
lishment of a close working liaison
with the FBI with respect to
industrial security.

Recommendation #6: That the Director : EAG 4718778
of Security be required to prepare a DDCI 6/2/78

.written review of the fitness reports of

all industrial security officers as to
their performance in carrying out his

'-securicy policy.

Approved For Release 2001/07/12

D/Sec Revision of
pitis

D/Sec . . New LOIs for
" IS0s plus
review of fitness
reports

2

: CIA-RDP@J Epg};:_?Rooosooomms-s
CLUl

Draft revision
of HR
to RC

9/78

RCB Draft regulations
has in for coordination
action by RCB

for L

Agency

coordination

LOIs under Nore
review by 08.
Fitness report
reviews not
initiated.



RECCMMENDATION OR DIRECTION

" APPROVAL" ' 'STATUS

-ACTION.

" "ASSIGNED 'TO

. : TRz
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NECESSARY FOR TARGET COM-

COMMENT/

2001/07/12 : CIA-] § 142R000600070015-6
Approved For Release _mg?)

IMPLEMENTATION " PLETION DATE STATUS RECOMMENDATION
Industrial Security Interim Report
Recommendation #7: That the Director EAG 4/18/78 D/SEC - 10/78 . Aetion Pirst meeting held
of Security develop a centralized index DDCI 6/2/78 | initiated with ODP representa~
of the industrial security status of . ' tives.
contractor personnel and facilities
to improve security oversight. - -7
2commendation #8: That the Inspector .- EAG 4/18/78 16 No information None Unknown No info from IG
al perform periodic functional reviews DDCI 6/2/78
he Agency Industrial Security Program.
Recommendation #9: That the planm to © . EAG 4/18/78 D/Cco Plan for staffing Designees iden- Nore
staff contractor communication centers with DDCI 6/2178 contractor tified for 6 of
Agency personnel be implemented at an early stations with 7 positions. 2
date. . Agency communi- - 7 positions designees already
cators was are to be in place.
25X1A approved by the filled by Positions identi-
DDA on 6 Apr 78 Sept 1978. fied.
, (0C-M78-266)
25X1A
approved for
‘ 1979.
. D/Sec Memo to con~ 6/23/78 This i‘s\oni.y a reen-
. Recommendation #10: That the Director of . 11;11!521 2;;%;8 D;L e o omnel Complete foreement of existing
Security be responsible for monitoring the . to remind them of responsibility.
sccurity responsibilities of the cor_xtractor. . necessity for Procurement Note No.
‘. The enforcement of contract terms, including monitoring and 116 issued. O0S already
those covering security performance, remain enforcing security mzmitoring contractors
the responsibility of the contracting requirements.
Jofficer.
4( 3
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: e . . : - ACTION NECESSARY FOR TARGET COM~ COMMENT/
RECOMMENDATION OR DIRECTION . APPROVAL" - STATUS " "ASSIGNED TO IMPLEMENTATION PLETION DATE STATUS RECOMMENDATION
Industrial Security Interim Report
Recommendation #11: That procedures be EAG 4/18/78 D/Sgc ‘ Realignment of . 30 days after  Initial . None
revised tc provide for a single Industrial . DDCI 6/2178 " inspection ) realigrment meeting held
Security Officer to be responsible for . responsibilities with ODEE and
inspection and policy guidance at each OL security
contractor facility wherever cover and staffs
operational security permit.
T T Rottmmenieiion £12: That the necessary EAG 4/18/78 D/See fM’ainagement approval To be | Planning ACM augmentation
"’s :if realignment and augmentation be - 6/2/78 and implementation determined  gggge placed above the

<
roved and that added contractor costs
&

PP
e absorbed by the sponsoring office.

25X1A

Approved For Release 2001/07/12
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DCI Guidance Level
and, as a consequence,
i mot dre dhe plotare

through FY 1980.

Augmentation of the

Agency program is

being requested in a
baper prepared by the
Director of Logistics
and forwarded to the

DDA along with the
#realigmeﬁt
proposal.
Augmentation of the
National Progrem is

being addressed by
the DDS&T this week.
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ACTION NECESSARY FOR TARGET COM- COMMENT/
RECOMMENDATION OR DIRECTION APPROVAL STATUS . ASSIGNED TO IMPLEMENTATION PLETION DATE STATUS " RECOMMENDATION
Industrial Security Interin Report

Rec ation #13: That a uniform - ) EAG 4/18/78 D/Sec Revision of 9/78 A draft of Revised from
industrial security manual (currently in DDCI 6/2778 ) ’ existing manuals Agency August 1978
preparation) be completed at the earliest . - - program
possible date and that the performance . ’ : 1ndus§r1al
standards contained therein with appro-r °- ' 330¥P%t9 .
priate annexes be incorporated in the policies is

|——provisions—of-classified Agency . : _ wn review
o Contraces. Community-wide coordination
)and acceptance of the uniform manual
" should be encouraged.

Recommendation #14: That the Director EACG 4/18/73' ﬁ/Sec : Instructio@s‘tq 7/78 In process Instruot%ons will go

of Security periodically review variances DDCI 6/2778 i IS0s plus initia- to 1508 in July
s and waivers recommended by industrial : tion

Security 6fficers to ensure compliance

with Agency security policy.

Recommendation #15: That "requests for ©° EAG 4/18/78 D/L Directive to 7/6/78 Action LI prepared with secu-
proposals" which anticipate classified DDCI . 6/2778 : all contracting ) plan rity check Z£3tj
contracts describe security requirements . : personmel to - estab- Target date revised
and require that the contractor include : . establish require- lished from 6/23/78
in his propesal his plan for satisfying - . . | ment
those requirements. ~ :

“} Recommendation #16: That contractor EAG 4/18/78 D/L ; Procurem?nt Note completed complete Noze.
performance in the security area be con- DDCI - 6/2/78 ] ) g?é/%g3 issued 9/9/71
sidered as a critical. element for .

- consideration in the contracting officer's
etermination of responsibility prior to
. awarding contracts.

4
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ACTION

- NECESSARY FOR TARGET COM- ) . COMMENT/
RECCYMENDATION OR DIRECTION APPROVAL STATUS ASSIGNED TO IMPLEMENTATION PLETION DATE STATUS RECOMMENDATION
Industrial Security Interim Report
Recommendation #17: That incentive/award EAG 4/18/78 /L DirECtiVif- to all 6/16/78 Complete Procurem?nt Note
fce type contracts include security perfor— DDCI 6/2/78 contracting per— No. 115 issued
mance along with other performance require= ’ sonnel to establish
ments as a basis for fee determination. requirement/
Recommendation #18: That classified "EAG 4/18/78 D/Sec Stronger contract 7/78 Mavual status handled
yoontracts shall incorporate specific DDCI 6/2£78 0GC clause under ISIR #13
)se urity performance standards as well as- . pushing
language that stresses the importance of for comple-
complying with all security requirements, tion by
25X1A 7/7/78
rial Security Final Renorlt
= wendation #1: That there be one Disapproved N/A Disapproved. No
dalegation of contracting authority from EAG 5/23/78 action necessary.
the DCI to the D/Log with redelegation of DDCI 6/2/78
that authority to the contracting officers
for National and CIA Programs.
Recommendation #2: That decentralized No determination. Approval recommended.
contracting procedures be continued as the Recommendation requested by DDCI. OL, DDS&r
SOSt cost effective method of carrying out
#&ndustrial R&D contracting.
nendation #3 (ISIR #4): That Agency EAG 4/18/78 None <. Revision of To be deter- Action Draft regulations in
gulations be revised to charge the D/Sec DDCI 6/2/78 regulations mined initiated coordination.

protection of communications centers
Located at Agency-sponsored contractor facili-
ies, including those of National Programs,

nd also be revised to charge the D/CO with

£

+
L
a

cifie responsibility for emavations, trans—
ion and cryptographic security protection
" these facilities.

Approved For Releése 2001/97/12

: CIA-RDP81-00142R000600070015-6
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“DATION OR DIRECTION

Industrial Security Final Report

Recommendation #4& (ISIR #6): That the
D/Sec participate jointly with Agency
procurement components in preparing Letters
of Instruction (LOIs) for each ISO and to” ~

. prepare, as part of the fitness report cycle,
—m—a-writtem—evaluation of his ox her per-
ance in carrying out security policy.
e D/Sec's evaluation will be shown to
he officer concerned and forwarded to the
'

the officer's official personnel file.

dation #5 (ISIR #5):" That Agency
; s Include provision for the D/Sec

to exercise functional supervision over all

IS0s and to set up comprehensive reporting

requirements which will include a direct

el of communication between each ISO

the 0S.

Recommendation #6: That the D/SEC examine
the ISO support structure in order to recom-
mend to the contracting components effective

}t tional realignment and reporting respon~
sibilities. Emphasis should be placed on a

.more efficient structuring of the industrial

secortey scatfing

That the Office of
tive Counsel in coordination with the

of General Counsel advise the DCI of

ative proposals which could severely

t on the procurement authorities of

on & of the CIA Act.

PN
- - ACTION. . NECESSARY FOR- TARGET COM- COMMENT/
" "APPROVAL * "STATUS ~ ~ ASSZGNED 'TO IMPLEMENTATION 'PLETION DATE STATUS RECOMMENDATION
EAG 4/18/78 None New LOIs for 9/78 LOIs under None
DDCI 6/2/28 ISO plus review review in
of fitness reports . 08. Fitness
report reviews
not initiated.
25X1A
[E):gg]: 16'; %% ;8. - D/Sec Revise HR- Draft revised In RCB for Target date for final
: regulation to  eoordina- HR igsué undetermined.
RCB Commo channel estab-
. lished.
EAG 4/18/78 "-D/Sec, To be deter- Draft pro-. None.
DDCI 6/2/78 - : mined posal to

No determination.

25X1A

Recommendation requested by DDCI.

Approved For Releasé 2001/07/12 : CIA-RDP8%-00142R000600070015-6
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RECCMMENDATION OR DIRECTION

Industrial Security Final Report

Recormendation #8: That CIA continue
to utilize the ASPR to the maximum prac-
ticable extent except in those areas in
which the FPR is mandatory for all Federal
agencies.

Recommendation #9:
conti
poli

That the D/Log

aue to issue notices on procurement
' and procedures which complement
R and FPR and permit sufficient
flexibility for procurement responsive~
ness to mission requirements.

Recommendation #10: That the Agency
continue to plemeat interagency agree=-
ments for the development of national
collection programs.

Recommendation #11: That the D/L
ment policy and procedural
ace for both Agency and National

1ida
Programs and oversee their implementation.

That the Project

nual be updated and issued
2s a Headquarters Handbook to provide
guldance for technical representatives
involved in the industrial contracting
© process.  Particular attention should
be given to guidance on industrial
sccurity matters. :

Recommendation #13: That the Project
cer in the Contract Cycle course be
wtinued with emphasis on the specific

role of the contracting officer, the 01/07/12 : CIA-RDP81-00142R000600070015-6
anditer, the security officer and the APpProved For Release 20 .

technical representative with respect

i in1 canvrd e

ACTIOR
" 'ASSIGNED TO

NECESSARY FOR

APPROVAL STATUS "IMPLEMENTATION

TARGET COM~

PLETION DATE  STATUS

No determination
Recommendation requested by DDCI

No determination
Recommendation requested by DDCI

No determinationm.
Recommendation requested by DDCI.

- .
No determination

_ No determination.

Recommendat;on requested b& DICI.

No determination,
Recommendation requested by DDCI.

e
M

" in different form

COMMENT/
RECOMMONDATION

No mention of this
item. Approval recom-
mended.

OL, DDS&T

No mention of this
item. Approval
recommended.

OL, DDS&T

Approval recommended.
OL, DDS&T

No mention. Approve

DDCI memo. Approval
am

recommended. OL, DDS&T

handle, headed by
OL/?HS with 08, cc,
DDS&T.

OL, DDS&T

Approval reccmmended.
0S, OL, DDS&T
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DATION OR DIRECTION

Industrial Security Final Report

Recommendation #14: That the D/Log,
in coordination with the Deputy Director
for Science and Technology (DDS&T), estab-.
lish contract review procedures which will
ensure adherence to Agency procurement
—policy consistent with National Programs
iquiremencs.

That the Inspector

uct periodic functional audits
and inspections of the industrial contracting
pToCess,

mendation #16: That the Director
e and the Chief, Det A, jointly
duct periodic reviews of the policies
procedures followed by each of their
components for the purpose of assuring
sppropriate application of contract audit
policy and procedures.

3
1

I
cQ

~ Recommendation #17: That the Inspector
“'1eral arrange with representatives of the
#as to conduct a joint survey to determine
action is reguired to improve audit
‘scrvices provided to Agency-managed
Rational Programs.

commendation #18: That the General
.scl and the D/Log determine what fur-
: \power may be necessary to enable
_the division to provide the desired legal
support to the industrial contracting
process while fulfilling its other assigned
. responsibilities.

= ACTION NECESSARY FOR TARGET COM~ COMMENT/
APPROVAL STATUS ASSIGNED TO IMPLEMENTATION PLETION DATE STATUS RECOMMENDATION

No determination.

No determination.
Recommendation requested by DDCI.

No determination.
Recommendation requested by DDCI.

No determination.

Recommendation requested by DDCI.

No determination.
Recommendation requested by DDCI.

Approved For Release 2001/07/12 : CIA-RDP81-00142R000600070015-6
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No mention. Approved
in different form in
DDCI memo. Approval
recommended by D/L.

' 0L, DDS&T

Approval recommended.
OL, DDS&T

Approval recommended.
OL, DDSET

_Approval recommended.

OL, DDS&T

Approval recommended.
0L, DDSé&T.

DDS&T requests that
they be a party to
discussion because of
heavy legal review
requirements.
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DATICN OR DIRECTION

Industrial Security Final Report

omnendation #19: That the D/Log
e establishment of a Deputy
r Industrial Contractiag.
Recommendation #20: That the D/Log
eview the Procurement Management Staff’
o assure that it is staffed to carry
ts responsibilities.

o

Recommendaticn #21: That the D/Log
activities by redirecting competitive
industrial R&D contracting respomsi-
bility te the component contracting
teams.

Reccetmendation #22: That the
Inspector General determine if the
functional review of industrial
contracting requires additional persomnel. =

n

D

Recommendatio That the DDA
establish a working group to develop
procecures for implementing ISIR
Reccmmendations #15, 16, 17, and 18,
and report to the DDA within 60 days.

Recomrendation #24: That the D/Log v
(for contracting officers) and D/Fin
(for auditors) participate jointly with
Agency procurement. components in preparing
Letters of Ianstruction. The D/L and the
D/Fin shall also prepare written evalua=-
tions of their personnel assigned to
Industrial Contracting Teams to ensure
nt of their technical performance.
alvations shall be shown to the
iduals concerned, attached to their

3

tficial personnei files.

NECESSARY FOR
IMPLEMENTATION

ACTION

APPROVAL  STATUS ASSIGNED_TO

TARGET COM-
PLETION DATE

STATUS

No determination.
Recommendation requested by DDCI.

No determination.
Recommendation requested by DDCI.

No determination.
Recommendation requested by DDCI.

No determinaticn.
Recommendation requested by DDCI.

No determination.
Recommendation requested by DDCI.

No determination.
Recommendation requested by DDCI.

6 reports and included in their Approved For Release 2001/07/12 : CIA-RDP81-00142R000600070015-6

Approvzl not
recommendad, by OL.
DDS&T. defers to OL.

Approval recommendod,
by OL. DDSET defers
to OL.

Approval recon
OL, DDS&T

Agproval recommendad.
OL, DDS&T

Disapproval rec
mended. 15, 16
Y

Approval recom
for contracting
officers consi:
with EAG a
included

(see page 12
report).
OL, DDS&T
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ACTION NECESSARY FOR TARGET COM- COMMENT/
RECCIZIENDATION OR DIRECTION APPROVAL STATUS . ASSIGNED TO IMPLEMENTATION PLETION DATE STATUS * RECOMMENDATION
Industrial Security Final Report
Recommendation #25: That a compartmented Conditioral approval Superseded Ni r-eporting on m:f
contract management system be developed EAG . 5/23/78 v ‘ezmdag vy tw ?‘upjf
fnich will include the requirements of the DDCI. 6/2/78 se ih. y L "
users of CONIF, STEPS and SPA, and that the of this report.
D/Log establish procedures for utlllzl‘ng
this system to monitor the performance of
Agency contracting elements.
tion #26: That the DDS&T seek Approved Hone.
the Director, NRO,. regarding EAG 5/23/78
accountability for property acquired with DDCI 6/2/78 *
National Programs funds.
2 dation #27: That the DDA, in ‘No determination. : SLPPIZZ"‘I recommended.
- coor ation with the DDS&T, establish a Recommendation requested by DDCI. d
crputer-supported system to aid in R :
1trol of classified document exchanges
thiroughout the Agency's industrial
contracting program,
EAG - 5/23/78
i ecessary.
2. The Agency will maintain the dual Approved Complete gzniiiizrtlizncofsexyist—
delegation of contracting authority to EAG 5/23/78 ing arrangement.
the Director of Logistics and to the Chief, DDCI 6/2/78
Contracts Staff, OD&E, as the National
Programs Contracting Officer, DDS&T, for
Agency and National Programs, respectlvely. ;
10
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ACTION NECESSARY FOR TARGET COM- COMMENT/ ~
RECOMMENDATION OR DIRECTION APPROVAL STATUS - ASSIGNED TO IMPLEMENTATION PLETION DATE STATUS RECOMMENDATION
b. The DDS&T shall establish a National Approved DDS&T Meet, establish ASAP A working D/L, as member, will
Programs Contract Review Board to review EAG 5/23/78 charter, implement draft assist as required.
system procurements and associated source DDCI 6/2/78 has been o
sclection procedures. The Board shall be pr‘epareczrfor emgolﬁshment
chaired by the Associate Deputy Director for and %ta_.ﬂ_”mg of ?ke Board.
Science and Technology and have the follow=- Zjhe 'Limt?al meeting of the Board
ing membership: The Director of Logistics" ve .scnec?uled for early July at
or in His absence a representative appointed which tw.?e the Board Sﬁal_l p’r'epare
by him;-a Senior Program Manager appointed and sulfrm,f; to the DDS&{ tts recom-
. by the DDS&T, a Legal Advisor appointed by mendations as to pr'oeeawﬂes, types
’t“e General Counsel; the Comptroller, DDS&T of procurement, and criteria fmﬂ
U Lo procurements that are subject to
:s‘a rep‘ebén_arlvg of DlI'E(-:tOr of Finance; its veview and approval. 4 copy
and a Security ndx:usor a?polnted by the of these procedures will be sub-
;;:ector of Security. The Chief, Procurement mitted to the DDCI for approval.
Management Staff, DDS&T, and a representative ‘
of Detachment A DCAA will act as advisors to
the Board. The Board at its initial meeting ‘
shall recommend to the DDS&T its procedures,
types of procurements, and criteria for
procurements that will be subject to its .
review and approval. A copy of these procedures
will be submitted for my approval.
c. The DDSST shall revise and update the  Approved - . DDS&T Revise delegations /g The con- None
current delegations of contracting authority EAG i 5/23/78 tracting authority
yfor National Programs from the DCI to the DDCI 6/2/78 for National Programs
‘}C..ief, Contract Staff, OD&E, to include the has been prepared and
following provisions: is awaiting approval
of General Counsel prior
(1) The National Programs Contracting to transmittal to the
Cfficer has direct access to the Director of DDCI.
Logistics for coordinating substantive matters -
and shall bring to his attention any problem
that could result in embarrassment or legal
¢ifficulty for the Agency.
11
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ACTION COMMENT/

(2) The National Programs Contracting
Cificer shall establish review procedures

which will ensure adherence to Agency
procurement policy consistent with
National Programs requirements.

Any policy

differences, which cannot be reconciled,. -
shall be submitted to me with a request,
accompanied by justification, for policy

cxception.

i

.’ d. The Director of Logistics shall
ensure that the Procurement Management

Staif, OL, wmakes periodic inspections of

the OD&E Contract Staff.

e. The DDSS&T shall provide that the
Director of Logistics or his designee,
Chief, Procurement Management Staff, OL
is the reviewing official on fitness

reports for the Chief, Procurement Mapage-

ment Staff, DDS&T, and for the Chief,
Contracts Staff, OD&E,.

Concerning Recommendation #25,
DA and DDS&T will work together to
1ish an appropriate data base to
wsure that essential contract informa=—
ion is readily available for responding
to questions on Agency contracting
activity.

£
the D
b

&
sta
su

'

nst

o

r

NECESSARY FOR TARGET COM-
- APPROVAL STATUS =~ ASSIGNED TO IMPLEMENTATION PLETION DATE STATUS RECOMMENDATION
-Approved . D/L Complete Revision 3 to Procure-
. EAG 5/23/78 ment Note No. 23
. - DDCI 6/2/78 schedules National
teams for review.
Approved DDS&T Agreement Complete Memo sent to DD@&Q
EAG 5/23/78 between on 6/29/78 outlining
/ DDCI 6/2/78 DDS&T and OL © procedure.
Approved DDA-DDS&T Establish working 12/31/78 DDSET has Completion date is
EAG 5/23/78 group to review assigned difficult to assign
DDCT 6/2/78 . requirements, estab- - pending determination

lish action plan [

of requirement.
- and implement.

working group.
wm!! represen!

OL.

25%1A
25X1A
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MEMORANDUM FOR: Deputy Director for Administration
Deputy Director for Scilence and Technology
General Counsel
Legislative Counsel
- Inspector General

FROM - Frank C. Carlucci
Deputy Director of Central Intelligence
SULJECT . Contractual and Industrial Security Oversight
25X1A ’
REFERENCES . a. F datod February 1978,
' ubject: ndustrial Contracts and
Industrial Security Final Report
25X1A

b. * dated December 1977,
ubject: Industrial Security Interim

Report

1. (U) Action Requested: Addressces are rehuested to
implement the direction in Paragraph 3 as soon as practical.

2. (S) Background: In September 1977 the Acting DCI
established a Task force to make a comprchensive review of
our organization structure, policies, and procedures by
which we carry out our program of industrial contracting and
security. The reports of this task force are contained in
References a and b and were the subject of EAGC meetings on
18 April 1978 and 23 May 1978.

3. (S) DPosition: As a result of these reviews and
discussion, 1 have approved or am directing the following
actions: '

a, The Agency will maintain the dual delegation
of contracting authority to the Director of Logistics
(D/L) and to the Chief, Contracts Staff, OD§L, as the
National Programs Contracting Officer, DDSET, for
Agency and National Programs, respectively.

Approved For Release 2001/07/12 : CIA-RDP81-00142R00 6! T
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SUBJECT: Contractual and Industrial Security Oversight

b. The DDSGT shall establish a National Programs
Contract Review Board to review system procurements and

-associated source selection procedures. The Board

shall be chaired by the Associate Deputy Director for
Science and Technology and have the following member-
ship: The Director of Logistics or in his absence a
representative appointed by him; a Senior Program
Managcer appointed by the DDS§T; a Legal Advisor appointed
by the General Counsel; the Comptroller, DDSET, as a
representative of Director of Finance; and a Security
Advisor appointed by the Director of Security. The
Chicf, Procurement Management Staff, DDSGT, and a
representative of Detachment A DCAA will act as advisors
to the Board. The Board at its initial meeting shall
recommend to the DDSET its procedures, types of procure-
ments, and criteria for procurements that will be
subject to its review and approval. A copy of these
procedures will be submitted for my approval.

¢. The DDSGT shall revise and update the current
delegations of contracting authority for National

- Programs from the DCI to the Chief, Contracts Staff,

ODGE, to include the following provisions:
: !
(1) The National Programs Contracting

Officer has direct access to the Director of
Logistics for coordinating substantive matters and
shall bring to his attention any problem that
could result in embarrassment or legal difficulty
for the Agency.

(2) The National Programs Contracting
Officer shall establish review procedures which
will ensure adherence to Agency procurement policy
consistent with National Programs requirements.
Any policy differences, which cannot be reconciled
should be submitted to me with a request, accom-
panied by justification, for policy exception.

b4

d. The Director of Logistics shall ensure that
the Procurement Management Staff Office of Logistics,
makes periodic inspections of thc OD&LE Contracts Staff

e. The DDS&T shall provide that the Director of
Logistics or his designece, Chief, Procurement Manage-
ment Staff/OL, is the reviewing official on fitness

Approved For Release 2001/07/12 : CIA-RDP81-00142R000600070015-6 Page 2
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SUBJECT: Contractual and Industrial Security Oversight

reports for the Chief, Procurement Management Staff, DDSET,

‘and for the Chief, Contracts Staff, ODEE.

f. Concerning Recommendation 25 of Reference a,
the DDA and DDSET will work together to establish an
appropriate data basc to ensure that essential contract
information is readily available for responding to
questions on Agency contracting activity.

g. The EAG on 18 April recommended the adoption
of Recommendations 3 through 6 of Reference a and
Recommendations 1 through 18 of Refercence b, which were
previously approved by the DCI. 1In view of the fore-
going, the Director of Security shall implement the
necessary actions to implement Recommendations 3
through 6 of Reference a as soon as possible. I would
like a progress report at the end of 60 days. Recom-
mendations 1 through 18 of Reference b require imple-
mentation or action by a number of Agency components as
follows: ' '

Recommendation Component

1 0GC

2 OGC/OLC

3 1}/ Sec

4 D/CO

5 D/Sec

6 n/Sec

7 . N/Sec

8 IG

9 . D/CO
10 D/Sec § D/L
11 D/Sec
12 D/Sec
13 D/Sec

Approved For Release 2001/07/12 : CIA-RDP81-00142R000600070015-6
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SUBJECT: Contractual and Industrial Security Oversight

Recommendation Compenent
14 D/Sec
15 /L
16 ' ' D/L
17 D/l
18 | n/Sec & OGC

I would appreciate a progress report from the DDA on
the 1mplementat10n or action taken on these recommendations
also in 60 days. Independent offices are rcquested to
submit their reports to the DDA for consolidation.

The DDA is requested to review the remaining Recom-
mendations 2, 7 through 10, 12, 13, 15 through 24, and 27 of
Reference a for suitability of adoption and give me his
recommendation within 30 days. The DDSET will implement
Recommendation 26. Wherce another Directorate or Independent
Office is affected, their coordination is requested.

25X1A
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MEMORANDUM FOR: Deputy Director of Central Intelligence

FROM . John H. Waller BUIM..gsL
Inspector General

SUBJECT : Contractual and Industrial Security Oversight

REFERENCE : Multiple Addressee Memo, dated 10 July 1978,

from DDCI, same subject (ER 78-9280/2)

1. Action Requested: Approval is requested for the proposed
impTementation of those recommendations assigned to the Inspector
General by reference, as stated in paragraph 10.

2. Background: By reference, the Inspector General was assigned

implementing action for four of the recommendations of the Task Force
on Industrial Contracts and Industrial Security:

a. Recommendation No. 8 of the December 1977 Interim Report
recommended, "That the Inspector General perform periodic func-
tional reviews of the Agency Industrial Security Program."

b. Recommendation No. 15 of the February 1978 Final Report
recommended, "That the Inspector General conduct periodic func-
tional audits and inspections of the industrial contracting
process.”

c. Recommendation No. 17 of the February 1978 Final Report
recommended, "That thé Inspector General arrange with representa-
tives of the DCAA [Defense Contract Audit Agency] to conduct a
Jjoint survey to determine what action is required to improve
audit services provided to Agency-managed national programs.”

d. Recommendation No. 22 of the February 1978 Final Report
recomnended, "That the Inspector General determine if the func-
tional review of industrial contracting requires additional
personnel."

3

3. Staff Position: The need for a review of the Agency's
Industrial Security Program called for in Recommendation No. 8 was
anticipated when the scope of the Domestic Inspection Survey was
agreed upon by the Director and the Inspector General in September

1977. 1t was decided to delay this review until the Fall of 1978

Approved For Releasg 2,0,(].1407#12—. £
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to allow the Director of Security sufficient time to develop and
implement directives concerning industrial security and to establish
his new organization for supervising industrial security practices.
This would enable this Office to assess the effectiveness of the new
directives, procedures, and organizational arrangements.

4. OQur Domestic Survey Team should be able to complete an initial
review of the Office of Security's Industrial Security Program by
December 1978. From our preliminary discussions with the Office of
Security, the Team should be able, by that time, to:

-~ ryeview the implementation of the standards and
procedures of the new Industrial Security Manual.

- review the effectiveness of industrial security audits
conducted by 0S.

-~ review the role and functions of the Industrial
Security Officers in the field.

This proposed schedule for an initial survey is dependent upon the
early approval and implementation of the Industrial Security Manual
and other related directives that are currently being prepared.

5. With respect to Recommendation No. 15 which calls for the
Inspector General to conduct audits and inspections of the industrial
contracting process, this Office plans to undertake a special study
of the Agency's industrial contracting process as part of tts FY/79
Inspection Plan and to establish a survey team for this purpose.

We would expect that a joint audit/inspection team would be formed
and that the study would be underway by April 1979. This timing
would allow the components concerned sufficient time to implement

the new industrial contracting procedures before an OLG team surveyed
their effectiveness. Depending on the results of this initial survey,
we may need to resurvey this activity every two to three years.

6. Additionally, the Audit Staff will continue to examine con-
tract administrative procedures during their scheduled audits of Agency
components. These audits include a review of documentation, payment
procedures, and compliance with Federal and Agency regulations. Our
auditors will continue to identify areas for subsequent examinations
and will familiarize themselves with new procedures as they are

implemented.

7. Our recent inspection of the Office of Logistics identified
certain problems in the industrial contracting area and made certain

-2 -

Approved For Release 200N 0 & 42 »GiA RDIR Sdrd@42R0
Fabbuiaieitg s ivivuad i o Pt

PEPPICURT PR T RITEE LN

i



Approved For Releas“001107l12 CIA RDP

81-00142RG00BR0Q70015-6
i iu‘im. JZU g}m1

LR EP PR AT W R TR PR,

recommendations [to be forwarded soonest]. OQur proposed special study
of industrial contracting will include an assessment of the fmple-
mentation of those recommendations that are adopted.

8. On Recommendation No. 17 which calls for a joint survey with
DCAA on ways to improve audit services provided to Agency-managed
national programs, I have asked the Chief of the Audit Staff to meet
with DCAA officials and report, by 1 January 1979, on what improve-
ments in audit services are required and how those 1mprovements might
be brought about.

9. Recommendation No. 22 asked for a determination of the need
for additional personnel to conduct functional reviews of industrial
contracting. Since we will incorporate the finspection of industrial
security and contracting into our formal Inspection Plan as a high-
priority activity, I do not believe that we will require additional
inspectors to accomplish these initial surveys. They will, of course,
be undertaken in 1ieu of Tower-priority component surveys and special
studies. It may be necessary to borrow contract specialists from
other components for this study. On the audit side, we will not know
what the 1onq term requirements are for improvement in national program
audit services until we have the report called for as a result of
Recommendation No. 17. I will incorporate any Agency resource impact
along with the report resulting from that Recommendation.

10. Recommendations: That you approve our praoposal to:

a. Conduct a preliminary survey of the Agency Industrial
Secur1ty Program by December 1978, along the 1ines suggested
in paragraph 4 above.

b. Conduct a special study of Agency industrial contract-
ing commencing in April 1979, as stated in paragraph 5 above.

(signed) -
John H. Wallet

John H. Waller

cc: DDA
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SUBJECT:  Contractual and Industrial Security Oversight

Frank C. ‘
AppROVED: /®/ Frenk C. Carlucet
Deputy Director of Central Intelligence

DISAPPROVED: ]
Deputy Director of Central Intelligence

pATE: 11 SEP 1978

DDA Distribution:

1 - DDS&T
1 - D/CS
1 - D/OL
1 - DDA Subj
-4 -
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ROUTING AND RECORD SHEET
SUBJECT: (Optional)
Contractual and Industrial Security Oversight
FROM: James H McDonald EXTENSION | NO.
Director of Logistics A
. 5 U
TO: (Officer designation, room number, a
buildin(g) ¢ ianat be ™ ) DATE 46& ER'S COMMENTS (Numbo_r each comment to show from whom
EO/@D,? 7/(5/ RECEIVED | FORWARDED I S to whom. Draw a line across column after each comment.)
7 77
" XDDA Mike :
2 I brought the status report
) portion of the attached over
to you last Friday. I did
3 not bring over the memo pre-
' pared for Jack's signature
which would reply to Mr.
y Carlucci's 30 day requirement
: for feedback from the DDA on
approvals on open task force
5 recommendations. That memo
’ is attached. We also have
prepared a memorandum from
7 Mr. Carlucci to components
' involved in implementation
and recommendations.
7. 25X1A
8.
9.
10.
11,
12,
13.
14,
15.
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